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E Safety Policy
Juice Nursery Ltd accepts that in this day and age, the internet and social media are inherent to people’s lives and important for sharing information as well as a learning tool. However, we are also aware that this global network comes with its own risks and dangers. 
Through our E Safety Policy we aim to safeguard the children in our care by promoting appropriate and acceptable use of information and communication technology (ICT). We therefore set out the following guidelines to protect the children, staff and parents who use the setting.
Roles and Responsibilities

The registered person, Mike Leary, has overall responsibility for ensuring online safety within the nursery setting, which is considered an integral party of everyday safeguarding practice. This includes ensuring:

· Clear and rigorous policies and procedures are applied to the use/non-use of personal ICT equipment by all individuals who affect or come into contact with the Juice Nursery Ltd.  Such policies and procedures include the personal use of work-related resources. 

· Early Years Practitioners receive the appropriate training, guidance, time and resources to effectively implement online safety policies and procedures. 

· The Acceptable Use Agreement is implemented, monitored and reviewed regularly, and all updates are shared with relevant individuals at the earliest opportunity. 

· Monitoring procedures are open and transparent. 
· Allegations of misuse or known incidents are dealt with appropriately and promptly, in line with agreed procedures, and in liaison with other agencies, where applicable. 

· Effective online safeguarding support systems are put in place, for example, filtering controls, secure networks and by encryption and virus protection. 

The Designated Safeguarding Officers Lesley Wilson, together with Danielle Norwood and Leanna Petrou are responsible for ensuring:

· Agreed policies and procedures are implemented in practice. 

· All updates, issues and concerns are communicated to all ICT users. 

· The importance of online safety in relation to safeguarding is understood by all staff members
· The training, learning and development requirement of all staff is monitored and additional training needs identified and provided for. 

· An appropriate level of authorisation is given to staff members.  Not all levels of authorisation are the same – this depends on, for example, the position, work role and experience of the individual concerned.  In some instances, explicit individual authorisation must be obtained for specific activities where deemed appropriate. 

· Any concerns and incidents are reported in a timely manner in line with agreed procedures. 

· The learning and development plans of children and young people will address online safety. 

· A safe learning environment is promoted and maintained. 

All staff members will ensure: 

· The timely reporting of concerns in relation to alleged misuse or known incidents, subject to agreed procedures. 

· All ICT equipment is checked before use and all relevant security systems judged to be operational. 

· Awareness is raised of any new or potential issues, and any risks which could be encountered as a result. 

· Children are supported and protected in their use of online technologies-enabling them to use ICT in a safe and responsible manner. 

· Online safety information is presented to children as appropriate for their age and stage of development. 

· Efforts are made to ensure that children know how to recognise and report a concern. 

· All relevant policies and procedures are adhered to at all times and training is undertaken as it is required. 
Use of the Internet

The staff are permitted to use the internet on the nursery computers and iPads providing it is for the educational benefit of the children. This may be for gathering information, images or to use an age appropriate learning programme or video footage for the children.
Any use of the nursery’s ICT system for a purpose not permitted by Juice Nursery Ltd my result in disciplinary or criminal procedures.

Staff will not try to access, browse, download, upload or distribute anything illegal, harmful or inappropriate.

Staff should not install any hardware of software without the permission of the Nursery Manager.

Staff should not access, copy, remove or otherwise alter any other user’s files, without authorisation.

The downloading of Apps is permitted, but this should be limited to children’s educational and development needs.

If a staff member wishes to access the internet for their personal use this must be at the request of the Manager in charge and only the computers in the office can be used if approval is given.
Staff may access the internet for personal use via their personal Smart phones in their own time and only during their staff breaks.

Email can be used by staff for work purposes from the nursery computers and iPads but only sent through the nursery’s email accounts.

Emailing of personal, sensitive, confidential or classified is not permitted.
Staff should not contact parents from their personal email accounts, not give out their personal email addresses.

iPads and computers will be collected routinely and monitored for improper use. The uploading of apps will also be monitored.
Working from home

There will be occasions whereby members of the Juice Nursery management team, and other staff members, will be required to work from home.  In line with our our Data Protection and Confidentiality Policy, if staff intend to work from home, this will be subject to authorisation, in advance, from the Nursery Manager and will be subject to the same duty of care that would be applied when handling data within the nursery.

Mobile Phones 
To ensure the safety and welfare of the children in our care, we operate a Personal Phone Usage Policy, which stipulates that personal mobile phones cannot be used when in the presence of children, in the children’s areas, or when on outings.

To ensure this we will ensure that:

· All mobile phones will be kept in the designated staff areas (staffroom or office) throughout contact time with children.

· Mobile phone calls may only be taken at staff breaks or in staff members’ own time.

· Parents/Carers and Visitors are requested not to use their mobile phones whilst in the nursery building. Signs are displayed throughout the nursery reminding Parents/Carers and Visitors.

· If staff have a personal emergency they are free to use the setting’s phone or make a personal call from their mobile in the designated staff areas of Juice Nursery Ltd. 

· During group outings nominated staff will have access to their room’s mobile phone, which is to be used for emergency purposes only. We monitor the use of the nursery mobile phones effectively to ensure children’s safety.

The Use of Photographs
To ensure the appropriate use of all still and recorded images we have the following policies and procedures in place.

When a child joins the nursery their parents/carers will be asked to give permission for their children’s photos to be used in the following ways:
· On displays within the nursery for developmental needs, and highlighting the activities taking place within the nursery.
· Within the internal e-newsletter and nursery prospectus highlighting the activities taking place within the nursery.
· the promotion of Juice Children’s Nurseries, on the following:

· Juice Nursery website

· Juice Nursery Facebook page

· Juice Nursery Twitter page

· Juice Nursery Instagram page

· Juice Nursery YouTube channel

· For the promotion of Juice Nursery Ltd in carefully selected external publications, press releases etc promoting nursery activities.
· For us to share at training events or for staff members continued education purposes eg sharing with the local authority.
This consent form is considered valid for the entire period that the child attends nursery unless there is a change in the child’s circumstances where consent could be an issue, eg. divorce of parents, custody issues etc. 

A list of children for whom permission has not been granted is compiled by the office and all staff will be provided this this information.

Parents/carers may withdraw or amend their permissions, in writing, at any time.

The nursery ensures that children who have additional reasons for safeguarding of identity and location are inclusively protected without discrimination e.g. if a parent requested no photograph to be taken or their child, staff will ensure that the child does not feel excluded by the experience.
Children’s names will not be published alongside their image and vice versa. If we use an individual image of a child then we will not use the name of that child in any accompanying text, unless we have previously sought permission from the child’s parent/carer that their name can appear.

To safeguard the children in our care photographs can ONLY be taken on the nursery’s cameras and iPads and not individual’s cameras or mobile phones.  Photographs should only be stored on the nursery or manager’s computers. 

ONLY photographs that document children’s development or those that will be used to share information on websites/displays in the settings should be taken whilst at nursery.
Visitors to the nursery, including parents, carers and students are not permitted to take photographs or their, or other children at the nursery. Any students wishing to use photographs for their study purposes will be asked to gain permission of parents beforehand. 

We appreciate that many parents will want to record their children at special events eg graduation, Christmas concerts etc however, with respect to other family’s privacy we ask them to agree to only publish pictures or video footage of their own children on social media sites.

Any reports of parents not complying with this request will be dealt with by the Nursery Manager.

The nursery does have a CCTV system, which records activity that takes place on a daily basis in the corridors and on the main stairwell. 

In addition, the nursery has a number of webcams, which show images on a real time basis of activity in the following areas:

· Outside the front entrance

· Garden – showing the door to the carpark

· Outside – pathway down the side of the building

· Inside the main entrance

· Reception Desk

· Corridor to baby change area showing door down to the basement

· Main Stairwell
Storage of Images

Images and videos of the children should be stored on the nursery’s computer or hard drive.

Staff are not permitted to use personal portable media for storage of images (eg USB sticks) without the express permission in advance of the Nursery Manager.
Rights of access to this material are restricted to the nursery staff.

On a regular basis the Manager should delete images when they are no longer required, and when a child has left the nursery.
Social Media and Networking
Juice Nursery realises that social networking has now become an integral part of everyday life and that many people enjoy membership of social network sites such as Facebook, Twitter and Instagram. 
Whilst we recommend that staff and parents do no ‘follow’ or ‘friend’ each other on social media sites whilst children are registered with the nursery, we accept that staff may choose to accept such requests from parents from time to time. This policy sets out to ensure that they are aware of the following risks and applies the relevant precaution. 

We are also well aware that these sites can become a negative forum for complaining or gossiping and care must be taken NOT to breach our confidentiality policy or offend anyone when using these sites. 

The following policy has been designed to give staff members clear guidelines as to what we at Juice Nursery expect of them, when accessing, and posting, on these sites.

· When using social media sites staff should ensure their privacy settings are in place, so that their personal information is only viewable to those that they proactively wish to share it with.

· When using social media sites no reference should be made to any specific children or parents by name.
· No pictures taken at the nursery setting should be published on personal social media pages, other than sharing images posted on our Juice Nursery social media sites.
· If staff have chosen to accept friend requests from parents of children at nursery, they are asked to ensure that any posts made are respectful of the setting and always maintain a professional attitude towards their work, so that they do not bring the nursery into disrepute.
· Social media sites, other than the setting’s own, should not be accessed on any of the nursery computers.
· Staff may access their own social pages from their own devices, but only during their agreed breaks.
· Any breach of confidentiality will result in disciplinary action and may result in the termination of a staff member’s employment.
· When using social networking sites staff should give due regard to the following: 

• Personal blogs should have clear disclaimers that the views expressed by the author in the blog is the author’s alone and do not represent the views of the nursery. 

• Staff should write in first person, making it clear that they are not speaking on behalf of the nursery.
• Information published on staff’s personal blog(s) should comply with Juice Nursery’s Confidentiality Policies. This also applies to comments posted on other blogs, forums and social networking sites. 

• Always be respectful to: 

· The nursery 

· Other staff members 

· Parents and relatives 

· Children 

· Partners 

· Competitors 
• Staff should be aware that any disrespectful comments to any of the above may be seen as libellous and may be deemed as bullying and/or harassment.
· Social media activities should NOT interfere with work commitments. 
· Staff should remember at all times, in or out of working hours, that they are ambassadors for Juice Nursery and their online presence reflects on the setting.
· Staff should be aware that their actions, captured via images, posts or comments, can reflect on them, as well as on the setting. 
· Juice Nursery parents or children should not be referenced without their express consent. 

· Copyright laws should be respected, and any sources referenced or cited appropriately. Plagiarism applies online as well. 
· Nursery Logos and trademarks may not be used without written consent. 
· Any Employee, who becomes aware of social networking activity that would be deemed distasteful, should report this to our Nursery Manager.
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